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Cafuro License

Except where otherwise noted, all of the documentation and software included in the Cafuro
Setup package is copyrighted by Circitor.

Copyright © 2007-2011 - Circitor. All rights reserved.

This software is provided "as-is", without any express or implied warranty. Under no
circumstances shall the authors be held liable for any damages arising from the use of this
software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter and redistribute it, provided that the following conditions are met:

1. All redistributions of source code files must retain all copyright notices that are currently in
place, and this list of conditions without modification.

2. All redistributions in binary form must retain all occurrences of the above copyright notice
and web site addresses that are currently in place (for example, in the About box).

3. The origin of this software must not be misrepresented; you must not claim that you wrote
the original software. If you use this software to distribute a product, an acknowledgment in
the product documentation would be appreciated but is not required.

4. Modified versions in source or binary form must be plainly marked as such, and must not
be misrepresented as being the original software.

Circitor (mailto:circitor @circitor.fr)
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1.1 Preface

Welcome to the Cafuro reference manual!

This document describes how to use Cafuro program. Background information for technology
and concepts used by Cafuro is also discussed.

1.2 What is Cafuro?

Cafuro is a SNMP tool aimed to be used by network and system administrators to help them
configure their SNMP network. SNMP stands for Simple Network Management Protocol.

e Cafuro is able to parse and display MIB files. It is installed with about 500 MIB files.
e Cafuro contains an internal OID database which contains about 41,000 entries.

e (Cafuro can interrogate an SNMP agent and display any OID managed by this agent.
e Cafuro can set values on a remote SNMP agent.

e Cafuro can receive and display SNMP traps from remote SNMP agents.

e Cafuro program can operate on any Windows host (from Windows XP SP3 to

Windows Server 2008). It supports Intel x86 architectures, both 32 and 64 bits.

1.3 Target audience and prerequisites

This document is intended for system and network administrators and consultants responsible
for designing and maintaining SNMP solutions.

The following skills and knowledge are necessary for a successful Cafuro administrator:
¢ At least basic network administration knowledge.
¢ An understanding of networks, TCP/IP protocols, and general network terminology.

¢ In-depth knowledge of the SNMP environment.

1.4 Organization of this document

This document is the reference manual of Cafuro. It explains:
¢ How to install Cafuro in Chapter 2;
¢ The “Main window” of Cafuro in Chapter 3;
e The “Browser view” in Chapter 4;
e The “Walker view” in Chapter 5;
e The “Trapper view” in Chapter 6;
e The “Logger view” view in Chapter 7;

¢ Advanced information in Chapter 8.
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1.5 Contacts and support information

Web site of the Cafuro product is:
e http://www.circitor.fr/cafuro-en
Circitor team can be contacted by mail:
® mailto:circitor @circitor.fr
Web site of the Circitor is:

e http://www.circitor.fr
1.6 Version information

This guide is a work-in-progress document with new versions appearing periodically. Latest
version of this document can be downloaded from Circitor web site.

1.7 Feedback

Any feedback is greatly appreciated. General comments, errors found in text, and any
suggestions about how to improve product and documentation are welcome.
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2.1 What do you need to install Cafuro?

The following OS and platform are supported to install and run Cafuro :
e Microsoft Windows XP SP3;
e Microsoft Windows Vista;
e Microsoft Windows Seven;
e Microsoft Windows 2003 server;
e Microsoft Windows 2008 server.

Both Intel x86 32 bits or 64 bits hardware platforms are supported.

2.2 Installing Cafuro product

You must log in with an administrative account to install or uninstall Cafuro. To install
Cafuro, simply run the "Cafuro_Setup.exe" program.

On Windows Vista, Seven or 2008 server, you may have to allow UAC to give privileges to
the setup program.

2.2.1 Select language

First of all, you have to select the language in the setup procedure. English and French
languages are supported in Cafuro installation:

Langue de F'assistant dinstallation =]

AQ]|  Veullez sélectionner la langue qui sera utiisée
K57 par fassistant dinstalation :

[Englsn -

Figure 1  Setup language

2.2.2 Welcome screen

The first screen displays the version of Cafuro that will be installed by the setup:

"~ Welcome to the Cafuro Setup
Wizard
This will install Cafuro version 1.1 on your computer,

Itis recommended that you close all other applications before
continLing.

Click Next to continue, or Cancel to exit Setup.

Next > Cancel

Figure 2 Welcome screen
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2.2.3 License

This screen displays the license of the Cafuro product. You have to accept the agreement
before continuing:

seup =)
License Agreement (ﬂ
Flease read the following important information before continuing. L

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

“Cafuro” License -

Except whare otherwi
“Cafuro” Setup pas

oted, all of the documentation and softwars inchuded in the
copyrighted by Cireitor.

Copyright ©2007-2

11 - Cizcitor. All rights raserved,

This softwars is provided “as-is”, withost any exprass or imgplisd warranty. In no
svent shall the author be hald liztle for any damages arising from the vse of this
softwars

is granted to anyons to use this softwars for any purposs, including T

(©)1do not accept the agreement

[ <gock J[ etz | [ concel

Figure 3 License
2.2.4 Destination folder

This screen allows you to choose the destination folder when installing the Cafuro product.
The default folder is "C:\Program Files\Circitor\Cafuro":

Select Destination Location (@
Where should Cafuro be installed?

] Setup will install Cafuro into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

Bromse..

Atleast 34,3 MB of free disk space is required.

[ <Back [ nmext> | [ cancel |

Figure 4 Destination folder
2.2.5 Start menu folder

This screen allows you to choose the start menu folder and where to install various shortcuts
of the Cafuro product. The default folder is "Circitor\Cafuro":

e [

Select Start Menu Folder (@
Where should Setup place the program's shortcuts?

= i Setup will create the program's shortouts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

foiraitor\cafurc] Brovise. ..

[~ Don't create a Start Menu folder

[ <Back [ nmext> | [ cancel |

Figure 5 Start menu folder
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2.2.6 Additional tasks

This screen allows you to select to perform additional tasks or not:

Select Additional Tasks (@
Wihich addtional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Cafuro, then
dick Next.

[ <Back [ mext> | [ cancel |

Figure 6 Additional tasks

2.2.7 Ready to install

This screen shows you a summary of tasks to be performed by the setup program:

Ready to Install (@
Setup is now ready to begin installing Cafuro on your computer,

Click Tnstall to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files\Cirdtor\Cafure

Start Menu folder:
Cirgitor\Cafura

)

[ <Bak [ Tnstai | [ cancel |

Figure 7 Ready to install

2.2.8 History version

This screen shows you the history version of the product:

Information
Flease read the following important information before continuing.

When you are ready to continue with Setup, dick Next.

\Version 1.1 (November 1st, 2011)

lversion History ‘

New features

The 2MP protocol versions supported are 17 and *2C7,

Fixed bugs

Adding 2 seroll bar when necessary in the right visw of the MIB browser =

Figure 8 History version
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2.2.9 Finish screen

This screen is displayed when the setup program is completed:

2.3 Installed files

2.3.1 Files installed on the disk

- Completing the Cafuro Setup

Setup has finished installing Cafuro on y
application may be launched by selecting

Figure 9 Finish screen

By default, root installation folder is "C:\Program Files\Circitor\Cafuro". It is possible to

modify this path during the setup procedure.

At the end of the installation, the following files are installed on the hard disk:

e (afuro.exe. It is the executable Cafuro program.
e WinLog.dll. This DLL is needed by Cafuro program.
e DatabaseOid.dll. This DLL is needed by Cafuro program.

¢ unins000.exe. This file is the program to uninstall the Cafuro program.

¢ unins000.dat. This file contains extra data used by the uninstall program of the

Cafuro program.

e Reference Manual.pdf. This document.

Cafuro setup also installs many MIB files (about 500). By default, these files are stored in

“C:\Program Files\Circitor\Cafuro\Mibs” folder.

2.3.2 Modifications in the startup menu

At the end of the installation, a new entry is created in the startup menu. It is possible to
disable the creation of this menu during the setup procedure. The following entries are created

in the menu:

e Cafuro. It is a shortcut to start the Cafuro program.

e Reference Manual. It is a shortcut to this document.

e Uninstall. It is a shortcut to completely uninstall the Cafuro program.

e Circitor WWW site. It is a shortcut to our company web site.

e Cafuro WWW site. It is a shortcut to a web page related to the latest news of the

product.

Version 1.3
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2.4 Extra installation

Depending on your configuration, the setup may want to install “Microsoft Visual C++ 2010
SP1 Redistributable’:

Setup =)

\0l Setup needs to install program "Microsoft Visual C++ redistributable”

Figure 10 Microsoft Visual C++ 2010 SP1 Redistributable installation

You MUST accept installing this component.
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The “Main” view of Cafuro contains the following items:

& c— = = ﬂ
F Cafuro & s 8 z.L o =
File Browser Walker Trapper Logger Display Help
FIEXX ¥ 2|0
Browser | @ Walker | ¥ Trapper | 5] Logger ICS)
(=] 4 | MIBFie
@) zeroDotZero (0) El File Mo-madule
iso (1) i -
563 org B) i
£33 dod 6)
=] intemet(l) Mame  cdtt oo .0
directory (1)
-3 mgmt 2)
i =-E mib-2(1)
-8 system (1) Type OBIECT IDENTIFIER
i..[aB] sysDescr (1)
L[ sysObjectD (2)
L[] sysUpTime (3)
- [aB] sysContact (4)
[aB] sysNzme (5)
Li__h] sysLocation (6)
i [47) sysServices (7)
i..[37] sysORLastChange (8) g
4 .
Ready {4} 131300 1213:00 NUM

In this “Main” view, you can find the following graphical items:

e The Main menu identified by number®;

Figure 11 Cafuro’s Main Windows

e The Main tool bar identified by number®;

e The Tab view selector identified by number®;

e The Status bar identified by number@®;

¢ And finally the most interesting thing, the Tab view itself identified by number®.
Content and details about this view are explained in the next paragraphs.

Version 1.3
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3.1 The Main menu

|Fi|e Browser Walker Trapper Logger | Display | Help
v | Tool bar

v Status bar
Figure 12 The Main menu
The Main menu is a very classic Windows menu that allows you to perform global actions.
e Select “Display” =» “Tool bar”. This will show or hide the tool bar.
e Seclect “Display” =» “Status bar”. This will show or hide the status bar.

e Seclect “Help” =» “About...”. This will show you the “About dialog” of Cafuro
program. “F1” key is also a shortcut to this choice.

Other options of the menu are same as contextual menu available in views. These options are
explained in more details in the next chapters.
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3.2 The Main tool bar

@B e e0 @& | ?
Figure 13 The Main tool bar

The main tool bar contains icons to allow a fast access to frequently used functions in the
program. These icons are:

e [&: This icon will allow you to load one or several MIB files (same action as menu
option “Browser” =» “Load”).

e @ This icon will show you information about loaded MIB files (same action as
menu option “Browser” =» “Loaded Modules”).

e ®: This icon will allow you to start interrogating an SNMP agent and to get all
managed objects (same action as menu option “Walker” =» “Start”).

o ®: This icon will restart (same parameters) interrogating an SNMP agent and to get
all managed objects (same action as menu option “Walker” =» “Restart”).

o ©: This icon will abort interrogating an SNMP agent (same action as menu option
“Walker” =» “Stop”).

o @: This icon will allow you to start the traps receiver (same action as menu option
“Trapper” =» “Start”).

o & This icon will stop the traps receiver (same action as menu option “Trapper” =»
4‘St0p”)‘

e % This icon will allow you to configure the logging level of Cafuro program (same
action as menu option “Logger” = “Configure”).

e ®: This icon will show you the “About dialog” of Cafuro program (same action as
menu option “Help” =» “About...”). “F1” key is also a shortcut to this choice.

3.3 The Tab view selector

| Browser I-' Walker ﬁ’ Trapper Logger
Figure 14 The Tab chooser

The tab view selector allows you to select the tab view you want to use. Currently available
tab views are:

e The “Browser” view. Content of this view is explained in Chapter 4.
e The “Walker” view. Content of this view is explained in Chapter 5.
e The “Trapper” view. Content of this view is explained in Chapter 6.

e The “Logger” view. Content of this view is explained in Chapter 7.

Version 1.3 Page 13



Cafuro

Reference Manual

3.4 The Status bar

Ready 12:13:42 11:13:42
Figure 15 The Status bar

Status bar shows different kinds of information. It contains:

Status of the program;

The local time;

The UTC time;

Status of the “Caps lock™ key;
Status of the “Num lock” key;
Status of the “Scroll lock™ key.

3.5 The “About” dialog box

The “About” dialog box displays the version number of Cafuro program.

F B
About Cafurc @

Cafuro version 1.2,102, 713

Copyright & 2007-2011 - Circitor

Check for & new version

Close

Figure 16 The “About” dialog box

MUM

e If you click on the version hyperlink (first hyperlink), a Web browser is launched

that displays Web page of Cafuro product.

e If you click on the company hyperlink (second hyperlink), a Web browser is

launched that displays Web page of Circitor company.

® And finally, if you click on the “Check for a new version” hyperlink (third
hyperlink), a Web browser is launched that indicates if you have the latest version of

Cafuro or not.

Version 1.3
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The “Browser” view is used to display MIB

hierarchy of MIB objects.

Browser | @ Walker | =] Logger

-3 ccitt (0)
i zeroDotZero (0)
iso (1)

263 system (1)

{2 sysObjectlD (2)
| [ab] sysConthut (4)
@ sysServices (7)

i [17) sysORLastChange (8)
2-[7] sysORTable @) =

MIB File

[m] »

G B g Loe |52
-3 dod (6)
=] internet (1) Name  sysUpTime
1E3 directory (1)
5.8 mgmt ) Status  current
=-E3 mib-2 (1)

Type OBIECT-TYPE

[2B) sysDescr (1) sy |THETRS

Basic Type  INTEGER

Fie C:\ProgramData\Cafurc \Mibs \SNMPy2-MIE.mib

[aB] syshame (5) Description |The time {in hundredths of & second) since the
i network management portion of the system was last
[ab] sysLocation i6) re-nitialized.

Figure 17 The “Browser” view

This view is separated into two columns:

e The left displays hierarchical view of MIB objects;

¢ The right displays information about selected MIB object in the left column.

modules. It uses a graphical tree to show

It is possible to modify the size of each column by moving the separator of the two columns

with the mouse.

4.1 The left column

This window uses a tree to display MIB modules.

=3 iso (1) -
=-E3 org G)
=3 ded (6)
= internet (1)
=3 mgmt 2)
=3 mib-2 (1)

£-[#] accountingControlMIB (60)
-3 acctngMIBObjects (1) L4
5 acctngSelectionControl (1)
E‘E acctngSelectionTable (1)
7@--5 acctngSelectionEntry (1)

@ acctngSelectionindex (1))
[

acctngSelectionSubtree (2)

n

acctngSelectionList (3)
[#7] accingSelectionFile {4)
acctngSelectionType (5)
acctngSelectionRowStatus (6)
{23 acctngFileContrel (2)
Blj acctngFileTable (1)

=-[=] acctngFileEntry (1) il

T R,

] m r

Figure 18 The “Browser” left view
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4.1.1 Icons meanings

MIB modules contain different kinds of MIB objects. These different kinds of MIB objects
are represented by different icons:

o T Thisicon is used to display unknown MIB object. This icon should not be seen in
the program. If you see this icon, don’t hesitate to send currently analyzed MIB file
to our support team.

e 3: This icon is used to display “Object Identifier” MIB objects.
o 27 This icon is used to display “Integer” MIB objects.

o 2] This icon is used to display “Octets String” MIB objects.

e 0%} This icon is used to display “Bits String” MIB objects.

e ==: This icon is used to display “Bit” MIB objects. “Bit” MIB objects are totally
different from “Bits String” MIB objects.

o =l This icon is used to display “Sequence Of” MIB objects. “Sequence Of” MIB
objects are kind of structures.

o [T This icon is used to display “Sequence” MIB objects. “Sequence” MIB objects
are arrays of “Sequence Of” MIB objects.

e &% This icon is used to display “Trap Type” MIB Objects. Refer to REC 1215 for
more information.

o &% This icon is used to display “Notification Type” MIB Objects. Refer to RFC
2578 for more information.

o [2]: This icon is used to display “Module Identity” MIB Objects. Refer to REC 2578
for more information.

o @: This icon is used to display “Object Identity” MIB Objects. Refer to REC 2578
for more information.

e @&&: This icon is used to display “Object Group” MIB Objects. Refer to RFC 2580 for
more information.

o [F: This icon is used to display “Notification Group” MIB Objects. Refer to REC
2580 for more information.

o % This icon is used to display “Module Compliance” MIB Objects. Refer to REC
2580 for more information.
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4.1.2 Contextual menu

A contextual menu is available when right clicking in the view.

Load
Unload
Reload

Loaded modules

Display » Mame & OID
. Mame

Expand One +

= - 01D

Collapse One

Figure 19 The “Browser” view contextual menu
Available actions are:

e “Load”. This will allow you to open, load and display one or several MIB modules.
This option is detailed in the next paragraph.

e “Unload”. This will unload any loaded MIB files and empty the hierarchical view.
This option is grayed if no MIB module is loaded.

e “Reload”. This will reload previously loaded MIB file. This option is useful when
viewing and modifying a MIB file. This option is grayed if no MIB module is
loaded.

¢ “Loaded modules”. This displays information about loaded MIB files. This option is
detailed in the next paragraph.

e “Display =» Name & OID”. This will display MIB objects with their names and their
OID.

e “Display =» Name”. This will display MIB objects with only their names.
e “Display = OID”. This will display MIB objects with only their OID.

e “Expand One”. This will expand the tree part of selected item. If no item is selected,
this option is grayed.

e “Collapse One”. This will collapse the tree part of selected item. If no item is
selected, this option is grayed.
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4.1.3 Loading MIB files

A MIB file is a text file which contains a MIB module. A MIB module is a collection of MIB
objects. A MIB module always starts with a module definition which contains at least a
module identifier (the name of the module).

Rules used by Cafuro to handle MIB files and module names are:
e A MIB file can have ONLY one MIB module;
e Name of MIB file derives from name of MIB module defined in that file.

So, if the name of the module is “RFC-1212”, the name of the MIB file MUST be “RFC-
1212.mib”.

Cafuro is installed with about 500 MIB files. This MIB files can be stored in several places:

e The “legacy” folder. This folder is filed up by the setup program. Its default path is
“C:\Program Files\Circitor\Cafuro\Mibs”.

e The “common” folder. This folder is created by setup program but is empty by
default. Its default path is “C:\ProgramData\Cafuro\Mibs”. This folder can be used
by any user of the host and its content can be modified too.

e The “personal” folder. This folder is created by setup program but is empty by
default. Its default path is “C:\User\<Username>\Cafuro\Mibs”. This folder can be
used by currently connected user and its content can be modified too.

When loading a MIB module, Cafuro will first try to find the MIB file in “personal” folder,
then in “common” folder and finally in “legacy” folder.

To choose which MIB module to load, the following dialog box is displayed:

Select MIE file =)

Legacy folder Common folder Personal folder

C:\Program Files\Circitor\Cafuro\Mibs  C:\ProgramData\Cafuro\Mibs C:\Users\Raymond\Cafuro\Mibs

[ o)

ACCOUNTING-CONTROL-MIB El " TUBS-IBR-TNM-MIB & | | DECNET-PHIV-MIB
ADSL2-LINE-MIB TUBS-IBR-XEN-MIB DIAL-CONTROL-MIB
ADSL2-INE-TC-MIB TUBS-SML DIFFSERV-CONFIG-MIB
ADSLALINE-EXT-MIB TUNNEL-MIB DIFFSERV-DSCP-TC
ADSL-LINE-MIB UDPLITE-MIB DIFFSERY-MIB

ADSL-TC-MIE UDP-MIB £|| |DIRECTORY-SERVER-MIB
AGENTX-MIB UPS-MIB DISMAN-EVENT-MIB
AGGREGATE-MIB URI-TC-MIB DISMAN-EXPRESSION-MIB
ALARM-MIB WDSL-LINE-EXT-MCM-MIE DISMAN-NSLOOKUP-MIB

APM-MIB VDSLAINE-EXT-5CM-MIB DISMAN-PING-MIB

APPC-MIB WDSLLINE-MIB DISMAN-SCHEDULE-MIB
APPLETALK-MIB =|| |¥PN-TC-5TD-MIB - | |PISMAN-SCRIPT-MIB %
PP TCATION-MTR RRP-MTR SMAN-TR ACFR O TE-MIR
No MIB selected (amang 293) No MIB selected (among 14) Mo MIB selected (among 269)

Display modules

All modules I:Amuler
@ Selected moduies e

Figure 20 Loading MIB files

You can select multiple MIB modules to load at a time (but remember the order used by
Cafuro).

For convenience, if you click on “Open” buttons, it will launch a Windows explorer in the
selected folder.

In “Display modules” part, you can select “All modules” or “Selected modules”. This choice
indicates if the tree hierarchy view includes all MIB objects found, including MIB objects
defined by silently included MIB modules, or only MIB objects defined in selected modules.

When MIB files to load are selected, you have to click on the “Load” button to display them.
When Cafuro starts, it remembers last selected MIB files and reloads them automatically.
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4.1.4 Showing loaded MIB files

Sometimes, it can be useful to display more information about loaded MIB modules.

Loaded MIB modules

[

4 MIB modules

Module name
DECNET-PHIV-MIE
RFC1155-5MI
RFC-1212
RFC1213-MIB

File name
C:\Users\Raymond\Cafura\Mibs\DECHET-PHIV-MIE. mib
C:Ysers\Raymond'Cafuro\Mibs\RFC1155-5MLmib
C:\Users\Raymond\Cafuro\Mibs\RFC-1212.mib
C:\sers\Raymond'\Cafuro\Mibs\RFC1213-MIB. mib

42 MIB types

448 MIB objects

This dialog box displays:

N Figure 21 Loaded MIB files

e The number of loaded MIB modules;

e The complete list of loaded MIB modules (even those silently included);

¢ The number of MIB types defined by the loaded MIB modules;

¢ The number of MIB objects defined by the loaded MIB modules.

4.2 The right view

When you select a MIB object in the left view, detailed information are displayed in the right

view.

MIE Fil

3
File C:Wsers\Raymond\Cafuro\Mibs\UDP-MIE. mib

Mame udphoPorts oD 13612172
Status current Access read-only
Type OBIECT-TYPE
Sub-Type Counter32

BasicType  INTEGER

Description |The total number of received UDP datagrams for which

ithere was no application at the destination part.

Discontinuities in the value of this counter can occur
lat re-initialization of the management system, and at
lother times as indicated by discontinuities in the
value of sysUpTime,

Figure 22 The “Browser right view
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4.2.1

Displayed columns

Columns displayed in this view are:

File: This is the name of the MIB file which defines the selected MIB object;

Line: This is the line number in the file where the selected MIB object is defined. If
you click on the “Edit” button, it will display the MIB file in an external text viewer
(notepad by default).

Name: This is the name of the selected MIB object.
OID: This is the complete OID of the selected MIB object.

Status: This is the status of the selected MIB object. This field may be hidden if it
has no meaning for that MIB object.

Access: This is the access mode of the selected MIB object. This field may be hidden
if it has no meaning for that MIB object.

Type: This is the type of the selected MIB object.

Sub-Type: This is the sub-type of the selected MIB object. This field may be hidden
if it has no meaning for that MIB object.

Basic Type: When a sub-type is derived from a basic type, this field displays the
name of the basic type. This field may be hidden if it has no meaning for that MIB
object.

Description: This is a short description of the selected MIB object.
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The “Walker” view is used to interrogate SNMP agents and display data returned by the
agent. It uses a list view to show information.

5.1 SNMP encoding
To interrogate an SNMP agent, Cafuro uses “SNMP GetNext requests” and parses “SNMP
GetNext responses”. SNMP protocol uses ASN.1 and BER encoding protocol.

When the response is negative (for any reason), walking is stopped. When positive, the
response contains:

¢ The Object Identifier of the MIB object answered.
¢ The type of the value.

¢ The length of the value (this length is the number of ASN.1 bytes used to encode the
value).

e The value of the MIB object. The way to decode this value is based upon the type of
the value.

An SNMP frame is composed as follows:

E Type JE Length JC value J

Figure 23 An SNMP frame

A type of a value is a height bits number composed as follows:

8|7]6[5]a|3|2]1
Class |P/C| Tag number

i:D:P rimitive
1=Constructed

Figure 24 SNMP type
¢ Bits 8 and 7 shall be encoded to represent the class of the tag (see table below);

¢ Bit 6 shall be set to zero if the encoding is primitive, and shall be set to one if the
encoding is constructed.

e Bits 5 to 1 shall encode the number of the tag as a binary integer with bit 5 as the
most significant bit.

Class encoding:

Class Bit8 | Bit7
Universal 0 0
Application 0 1
Context-Specific 1 0
Private 1 1
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5.2 The “Walker’ view

5.2.1

Browser.” @ Walker [ 22 Trapper | & Logger

# om USAP  B/C  Type Length Value =

(=) sysOhjectiD.0 U P ObjectIdentifier 12 13614131111311

[E sysUpTimelnstance A P Time Ticks 3 2148627

[aB)4 sysContact.0 u P Octet String 8 circitor

@5 sysName.0 U P Qctet String 7 lumigre

[an)6 syslocation.d u P Octet String 4 Home

[#7)7 sysServices.0 u P Integer 179

@E ifNumber.0 _I_ u [ Integer s

[a7)0 ifindexl u P Integer 11

(#7910 iflndex2 u P Integer 12

11 ifindex3 u P Integer 13

[#)12 iflndexd u P Integer 14

[#7)13 iflndex5 u P Integer 15

(114 ifindexs u P Integer 16

[#7)15 ifndex] u P Integer 17

(4716 ifndexd u P Integer 18

[i17 ifindexd u P Integer 19 -
b

Figure 25 The “Walker” view

Displayed columns

Columns displayed in this view are:

Column “#”: This column shows a number assigned by Cafuro identifying the
sequence number of the answer.

Column “OID”: This column shows the Object Identifier of the MIB object returned
by the SNMP agent.

Column “USAP”: This column displays the class of the type. “U” for universal, “S”
for specific, “A” for application and “P” for private.

Column “P/C”: This column displays the bit 6 of the type. “P” for “Primitive” and C
for “Constructed”.

Column “Type”: This column displays the type of the value as decoded and
interpreted by Cafuro.

Column “Length”: This column shows the number of ASN.1 bytes used to encode
the value.

Column “Value”: This column displays the value of that Object Identifier returned
by the SNMP agent.
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5.2.2 Icons meanings

Icons displayed in the first column represent the type of the value. SNMP types displayed by
Cafuro may be:

o [ Octet string (Class “universal”, Tag=4). Warning, sometimes, Octet string type is
used to store values that are not string values (hexadecimal value of MAC addresses
for example). Cafuro uses an internal algorithm to identify real and unreal character
strings but this algorithm may fail. It may display in a wrong way unreal character
strings.

E3: Object identifier (Class “universal”, Tag=6).

{5: Time ticks (Class “application”, Tag=3).

[47]. Integer (Class “universal”, Tag=2).

k : Gauge 32 bits (Class “application”, Tag=2).
o EF: Counter 32 bits (Class “application”, Tag=1).
[IP}: TP address (Class “application”, Tag=0).

o [Fl: Counter 64 bits (Class “application”, Tag=0).

01): Boolean (Class “universal”, Tag=1).

7 8 Opaque (Class “application”, Tag=4).

T. Any other types not correctly decoded are displayed as hexadecimal string and
associated with this icon.

5.2.3 Contextual menu

Start

Restart

Stop

Clear

MIB 3

Copy r QI
Display 4 Value
Expand 3

Collapse 4

Figure 26 The “Walker” view contextual menu

Available actions are:

“Start”. This option allows you to start interrogating an SNMP agent.

e “Restart”. This option allows you to restart interrogating an SNMP agent with same
parameters as before.

e “Stop”. This option allows you to abort interrogating an SNMP agent.
e “Clear”. This will erase any existing message from the view.

e “MIB” =» “Edit”. This option will display the MIB file that defines the selected OID
in an external text viewer.

Version 1.3 Page 25



Cafuro

Reference Manual

“MIB” =» “Load”. This option will load the MIB file that defines the selected OID in
the MIB browser view, activate the MIB browser view and automatically select the
OID in the MIB browser view to let you quickly examine it.

“Copy =» OID”. This option allows you to copy in clipboard buffer OID of the
selected item.

“Copy =» Value”. This option allows you to copy in clipboard buffer value of the
selected item.

“Display =» Name”. This option forces Cafuro to try to resolve OID and display it as
a string.

“Display =» OID”. This option forces Cafuro to display OID as a suite of dotted
integer.

“SNMP requests” =» “GET”. This option will interrogate the remote SNMP agent
and refresh the value of the selected OID. The SNMP request used is an “SNMP
GET request”.

“SNMP requests” = “SET”. This option will update the value of the selected OID
onto the remote SNMP agent. The SNMP request used is an “SNMP SET request”.
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5.3 SNMP parameters

Before starting to interrogate an SNMP agent, you have to enter several parameters with the
following dialog:

SNMP parameters ==

IP address Part

. 0o .0 .1 181

Timeout Retfries

1000 3

Version
@v1

vac public

Community string

OID range
First OID

0.0

Last OID

e

Figure 27 SNMP parameters

Parameters you can set are:

IP address of the SNMP agent.

UDP port number used by this SNMP agent.

The timeout value without response from the agent before retrying to send.
The maximum number of time to re-send an SNMP request before failing.

The SNMP protocol version to use. Currently, Cafuro only supports versions “1”” and
662C’7'

The community string to use to perform SNMP authentication with the agent.
The first OID to ask. If empty, “walk” will be performed from the beginning.
The last OID to ask. If empty, “walk” will be performed until the end.

All these parameters are saved into the registry and will be used next time you open this
dialog or if you restart a walk (without specifying any parameters).

Version 1.3 Page 27



Cafuro Reference Manual

5.4 Setting values

Before updating a value onto a remote SNMP agent, this dialog is displayed to let the user
enter the new value:

(Set parameters S
Community string
private
Value
admin@dirditor. fr|

Figuré 28 Setting SNMP values

Because the ‘“community string” used when writing a value is often different from the
“community string” used to read value, the user has also the possibility to enter this “write
community” string.

The others SNMP parameters (IP address of the server, SNMP port, SNMP version) are same
as those used to read data.
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The “Trapper” view is used to display received SNMP traps from remote SNMP agents. It
uses a list view to show information.

6.1 SNMP traps

An SNMP trap is an event sent by a remote SNMP agent to notify some kind of event
happening (lost of network interface, state of a file system, start of a service or daemon ...).

An SNMP trap carries the following data:

SNMP version: This number is used to identify SNMP version used to encode and
decode the trap. Cafuro supports both version 1 and 2c.

Community string: This string is used to perform “basic” authentication between
remote agent and SNMP supervisor.

Version 1 specific data: These data are specific to version 1 and are detailed below.
They do not exist if it is a version 2 trap.

Variables binding: An SNMP trap carries dynamic variables. These variables are
identified by their OID in the MIB tree and their current value. There can have
several variables in one trap.

Trap version 1 has the following specific data:

Agent address field: It provides the address of the managed object that generates the
trap.

Enterprise field: It identifies the type of managed object that generates the trap.

Generic trap type: It indicates one of a number of generic trap types. Generic trap
types can be “coldStart”, “warmStart”, “linkDown”, “linkup”,

2 ¢

“authenticationFailure”, “egpNeighborLoss” and “enterpriseSpecific”.

Specific trap code: It indicates one of a number of specific trap codes. This field is
only valid when Generic trap type is set to “enterpriseSpecific”.

Time stamp: It provides the amount of time that has elapsed between the last network
initialization and generation of that trap.

6.2 The “Trapper” view

Browser | @ Walker 2% Trapper Logger

# UTCtime RemotelP Version Agent Address (v1]  Enterprise (v1) Generic (v1) Specific (V1) Timeticks (v1) VarBin *
ﬂ,d 12:24:29 127.001 1 127.0.01 enterprises311.1131....  enterpriseSpecific 1073 748 860 05:44:21.120
ﬂ,S 12:24:53 127001 1 127.0.01 enterprises311.1131....  enterpriseSpecific 1073 748 860 05:44:45.120
ﬂ,& 12:49:57 127001 1 127.0.01 enterprises.311.1.131...  enterpriseSpecific 1073 748 860 06:09:49.150
ﬂ,? 12:49:59 127.001 1 127.0.01 enterprises311.1131....  enterpriseSpecific 1073 748 860 06:09:51.170
0 enterprises311.1131....  Octet String Le service Ex...
11 enterprises.311.1.131...  Octet String Unknown
12 enterprises311.1131....  Octet String lumiére
13 enterprises311.1131....  Octet String 4
74 enterprises.311.1.131...  Octet String (1]
7.5 enterprises. 3111131, Octet String Expérience d...
76 enterprises.3111131...  Octet String en cours dex...
ﬂ‘B 12:50:17 192.168.1.204 1 192.168.1.204 enterprises.8072.2.210 coldStart 0 00:00:00.090
Z49 125047 1921681204  2c !
9.0 s sysUpTimelnstance Time Ticks ]
91 snmpTrapOID.0 Object Identifier 1361631...
9.2 snmpTrapEnterprise.0 Object Identifier 136.1.4.180.. -

« N r

Figure 29 The “Trapper” view
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If you double click on a line with a trap (green lines), you will automatically expand it and
display, just below, “variables binding” carried by that trap. Lines with “variables bindings”
use blue color.

If you double click again on that line, you will collapse it and hide lines with “variables
binding”. To collapse a trap, you can also double click on a line showing a “variable binding”.

6.2.1

Displayed columns

Columns displayed in this view are:

Column “#”. This column is valid for any trap version. It is a number generated by
Cafuro to identify it. An icon that represents the type of trap is also displayed in this
column.

Column “UTC time”. This column is valid for any trap version. It indicates the UTC
time at which the trap has been received.

Column “Remote IP”. This column is valid for any trap version. It gives the IP
address of the sender of that trap.

Column “Version” This column is valid for any trap version. It indicates the SNMP
version used to encode that trap. Supported versions are version 1 and version 2c.

Column “Agent Address (v1)”. This column is valid only for version 1 trap. It gives
the value of field “Agent Address” of the trap.

Column “Enterprise (v1)”. This column is valid only for version 1 trap. It gives the
value of field “Enterprise” of the trap. For lines showing a “variable binding”, this
column is used to display OID of the “variable binding”.

Column “Generic (v1)”. This column is valid only for version 1 trap. It gives the
value of field “Generic” of the trap. For lines showing a “variable binding”, this
column is used to display type of the “variable binding”.

Column “Specific (v1)”. This column is valid only for version 1 trap. It gives the
value of field “Specific” of the trap. For lines showing a “variable binding”, this
column is used to display value of the “variable binding”.

Column “Timeticks (v1)”. This column is valid only for version 1 trap. It gives the
value of field “Timeticks” of the trap.

Column “Varbind”. This column is valid for any trap version. It indicates the number
of variables bindings carried by that trap.

6.2.2 Icons meanings

Icons displayed in the first column represent the type of the trap. SNMP types managed by
Cafuro can be:

% : This is used to represent an unknown type of trap.
£%: This is used to represent an SNMP version 1 trap.
£: This is used to represent an SNMP version 2c¢ trap.
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6.2.3 Contextual menu

Start
Restart

Stop
Clear

MIB 3
Copy 3 [)10]
Display v Value

Expand 3
Collapse v

Figure 30 The “Trapper” view contextual menu

Available actions are:

“Start. This option allows you to start the SNMP traps receiver.

“Restart. This option allows you to restart the SNMP traps receiver with same
parameters as before.

“Stop. This option allows you to stop the SNMP trap receiver.
“Clear. This option will erase any existing message from the view.

“MIB” =» “Edit”. This option will display the MIB file that defines the selected OID
in an external text viewer.

“MIB” =» “Load”. This option will load the MIB file that defines the selected OID in
the MIB browser view, activate the MIB browser view and automatically select the
OID in the MIB browser view to let you quickly examine it.

“Copy” =» “OID”. This option allows you to copy in clipboard buffer OID of the
selected item.

“Copy = “Value”. This option allows you to copy in clipboard buffer value of the
selected item.

“Display” =» “Name. This option forces Cafuro to try to resolve OID and display it
as a string.

“Display” =» “OID”. This option forces Cafuro to display OID as a suite of dotted
integer.

“Expand” = “Expand All”. This option will expand any traps and show “variables
binding” they are carrying.

“Expand” =» “Expand One”. This option will expand selected trap and show
“variables binding” it carries.

“Collapse” = “Collapse All”. This option will collapse any traps and hide “variables
binding”

“Collapse” =» “Collapse One”. This option will collapse selected trap and hide
“variables binding”.
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6.3 Trap receiver parameters

When starting the traps receiver, this dialog is displayed to let you choose the parameters:
e =)

Part [152]
Automatic at startup

Figure 31 Trap receiver parameters

e The Port is the UDP port used to receive SNMP traps. The default value is 162, the
legacy SNMP port.

e The auto start flag indicates to Cafuro if the trap receivers must be automatically
started (or not) when program is starting.
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“Logger” view is used to display messages generated by Cafuro. These messages can be used
to help support or users to analyze a problem in the program.

Browser | W Walker | 22 Trapper.’ & Logger

£ Process Type Level Date & Time ProcessID  Thread D Message =
@69 Cafuro  Info 28 14/11/2011 13:46:10 4892 1316 CFrameMibBrowser:OnSetFocus()

@70 Cafuro  Info 28 14/11/2011 13:46:10 4892 1316 CFrameMibBrowser:OnKillFocus()

@71 Cafuro  Info 28 14/11/2011 13:46:10 4892 1316 CMibBrowserl eftTree:OnSetFocus()

@72 Cafuro  Info 28 14/11/2011 13:46:10 4892 1316 CMibBrowserLeftTree:OnKillFocus()

@73 Cafuro  Info 28 14/11/2011 13:46:10 4892 1316 CViewWalker:OnSetFocus()

@74 Cafuro  Info 28 14/11/2011 13:46:10 4892 1316 CTabbedView:OnChangeActiveTab(1)

@75 Cafuro  Info 28 14/11/2011 13:46:10 4892 1316 CViewWalker:OnKillFocus()

@76 Cafuro  Info 28 14/11/2011 13:46:10 4892 1316 CView]Valker:OnSetFocus()

@77 Cafuro  Info 28 14/11/2011 13:46:10 4892 1316 CViewWalker:OnKillFocus()

@78 Cafuro  Info 28 14/11/2011 13:46:10 4892 1316 CViewTrapper:OnSetFocus()

@79 Cafuro  Info 28 14/11/2011 13:46:10 4892 1316 CTabbedView:OnChangeActiveTab(2)

@80 Cafuro  Info 28 14/11/2011 13:46:11 4892 1316 CViewTrapper:OnKillFocus()

@81 Cafuro  Info 28 14/11/2011 13:46:11 4892 1316 CViewTrapper:OnSetFocus() i
@EZ Cafuro  Info 28 14/11/2011 13:46:11 4892 1316 CViewTrapper:OnKillFocus() ¥
@BB Cafuro  Info 28 14/11/2011 13:46:11 4892 1316 CViewlogs:OnSetFocus()

¥ 2s  Cafuro  Info 28 14/11/2011 13:46:11 4892 1316 CTabbedView:OnChangeActiveTab(3)

Figure 32 The “Logger” view

7.1 Displayed columns

Each message is displayed in one line and contains several columns:

Column “#”: This column is the number of the message generated by Cafuro. An
icon that represents the type of the message is also displayed in this column.

Column “Process”: This column contains the name of the process. In Cafuro, the
only valid value is “Cafuro”.

Column “Type”: This column contains the type of message. See next paragraph to
get more information about different types of messages.

Column “Level”: This column contains the level of the message; this level indicates
the sub-system that generated the message. See next paragraph to get more
information about different types of messages.

Column “Date & Time”: This column indicates the UTC date and time at which the
message has been generated.

Column “Process ID”’: This column gives the identifier of the process that generated
the message.

Column “Thread ID”: This column gives the identifier of the thread that generated
the message.

Column “Message”: This column is the text message.
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7.1.1 Icons meanings

Each message is displayed with an icon to help user to identify the type of message. Used
icons are:

o & This message is an information message.

o € This message is message generated after a user error (like entering a string when
a number is expected).

o : This message is a warning error. The program detected a not very important error
and can continue.

o €: This message is an error message. The program detected an error, is unable to
take a correct decision and asks user how to continue.

e e This message is fatal message. The program cannot continue and will stop (or
crash) soon.

o i This message is a dump message used to help support to debug problems.

7.2 Contextual menu

Configure

Clear

Figure 33 The “Logger” view contextual menu

e “Configure”. This choice will allow you to configure the logging level of Cafuro
program.

e “Clear”. This choice will erase any existing message from the view.

Version 1.3 Page 36



Cafuro Reference Manual

7.3 Configure Logging level

It is possible to configure logging level of Cafuro program. To do that, you can select in the
main menu the option “Logger” =2 “Configure” or in the contextual menu (right click) the
option “Configure”. This choice displays the following dialog box:

Debug parameters @
Available Configured
Lib ODBC Program SNMP
Lib Thread low Frogancu |
Lib Thread high
Lib Thread pool
Lib Service
Lib Socket TCP
Lib Socket
Lib Socket 551
Lib Socket action
Program SNMP {low)
Program Lex
Program Yacc
Program Yacc aux

Figﬁre 34 Configuring logging level
e The left list displays the logging options not activated by the program.
e The right list displays the logging options activated by the program.

¢ A double click on a logging option or a click on the button or will change
the state of the logging option.

e A click on the button will deactivate any configured logging option.

¢ A click on the button will activate any existing logging option.

Version 1.3 Page 37



Cafuro

Reference Manual

7.3.1

Debug level meaning

Each sub-system in Cafuro may generate message.

Level “Lib ODBC”: Debug messages of ODBC library, not used by Cafuro.
Level “Lib Thread low”: Low level debug messages for thread library.

Level “Lib Thread high”: Debug messages for thread library.

Level “Lib Thread pool”: Debug messages for pool of threads library.

Level “Lib Service”: Debug messages of Service library, not used by Cafuro.
Level “Lib Socket”: Debug messages for socket library.

Level “Lib Socket TCP”: Debug messages for TCP socket library.

Level “Lib Socket SSL”: Debug messages for SSL socket library.

Level “Lib Socket action”: Debug messages for call back TCP socket library.
Level “Program SNMP”: Debug messages for SNMP protocol.

Level “Program SNMP (low)”: Low level debug messages for SNMP protocol.
Level “Program GUI”: GUI sub-system in charge of Graphical User Interface.

Level “Program Lex”: LEX sub-system in charge of separating words in MIB files
into tokens.

Level “Program Yacc”: YACC sub-system in charge of reading tokens according to
the SMI grammar.

Level “Program Yacc aux”: AUX sub-system in charge of helping YACC sub-
system.
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8.1 Registry usage
All registry entries created and used by the Cafuro program are located under the following
keys:

e HKEY_LOCAL_MACHINE\SOFTWARE\Circitor\Cafuro

e HKEY_CURRENT_USER\SOFTWARE\Circitor\Cafuro

The following keys are created or used by Cafuro program:

Key name | Created by | Used by | Default Value | Description
HKEY_LOCAL_MACHINE\SOFTWARE\Circitor\Cafuro
Version | Setup | Program | 1.0 | The short version of Cafuro.
HKEY_CURRENT_USER\SOFTWARE\Circitor\Cafuro

MainFrame\BorderSize Program Program 10

MainFrame\TabPosition Program Program 1

MainFrame\LastView Program Program 0 The last view selected in the Tab view
chooser.

MainFrame\StatusBar Program Program 1 A flag remembering if the status bar must
be displayed or not.

MainFrame\ToolBar Program Program 1 A flag remembering if the too bar must be
displayed or not.

MainFrame\WindowPlacement Program Program Empty The size and position of the main
windows .

ViewLogs\ColWidth_0 Program Program 50 The last width of column 0 in the
“Logger” view.

ViewLogs\ColWidth_1 Program Program 50 The last width of column 1 in the
“Logger” view.

ViewLogs\ColWidth_2 Program Program 50 The last width of column 2 in the
“Logger” view.

ViewLogs\ColWidth_3 Program Program 50 The last width of column 3 in the
“Logger” view.

ViewLogs\ColWidth_4 Program Program 50 The last width of column 4 in the
“Logger” view.

ViewLogs\ColWidth_5 Program Program 50 The last width of column 5 in the
“Logger” view.

ViewLogs\ColWidth_6 Program Program 50 The last width of column 6 in the
“Logger” view.

ViewLogs\ColWidth_7 Program Program 50 The last width of column 7 in the
“Logger” view.

ViewLogs\LogLevel Program Program 0 The current log level in the “Logger”
view.

ViewMibBrowser\LastFile Program Program Empty The last MIB files loaded in the
“Browser” view.

ViewMibBrowser\SplitterX Program Program 200 The last width of the tree view in the
“Browser” view.

ViewMibBrowser\TextEditor Program Program notepad.exe The full path of editor used by Cafuro to
view MIB files.

ViewMibBrowser\DisplayOidMode Program Program 1 How to display OID and names in tree view
of “Browser” view.

ViewMibBrowser\DisplayModuleMode Program Program 1 Indicates if MIB objects of all MIB files
must be displayed or only the selected
one.

DlgSnmpParameter\LastIP Program Program 127.0.0.1 The IP address of the last interrogated
SNMP agent.

DlgSnmpParameter\LastPort Program Program 161 The UDP port number used to interrogate
the SNMP agent.

DlgSnmpParameter\LastTimeout Program Program 1000 The last timeout value set to interrogate
an SNMP agent.

DlgSnmpParameter\LastRetry Program Program 3 The last number of retries before failing
when was interrogating the SNMP agent.

DlgSnmpParameter\LastVersion Program Program 1 The last SNMP protocol version used. “1”
stands for version 1 and “2” stands for
version 2.

DlgSnmpParameter\LastCommunity Program Program public The last SNMP community string used.

DlgSnmpParameter\LastFirstOid Program Program Empty The last “first OID” used to start from
when interrogating an SNMP agent. Empty
string stands for the very first.

DlgSnmpParameter\LastLastOid Program Program Empty The last “last OID” used to finish when
interrogating an SNMP agent. Empty string
stands for the very last.

DlgSnmpParameter\LastLastOid Program Program Empty The last “last OID” used to finish when
interrogating an SNMP agent. Empty string
stands for the very last.

DlgSnmpSet\LastCommunity Program Program public The last “write community string” used to
write data onto an SNMP server.

DlgSnmpSet\LastValue Program Program Empty The last value written onto an SNMP
server.

ViewWalker\DisplayOidMode Program Program 1 The last mode (OID or name) used to
display OID in the view.

ViewWalker\ColWidth_0 Program Program 50 The last width of column 0 in the
“Walker” view.

ViewWalker\ColWidth_1 Program Program 50 The last width of column 1 in the
“Walker” view.

ViewWalker\ColWidth_2 Program Program 50 The last width of column 2 in the
“Walker” view.

ViewWalker\ColWidth_3 Program Program 50 The last width of column 3 in the
“Walker” view.

ViewWalker\ColWidth_4 Program Program 50 The last width of column 4 in the
“Walker” view.
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ViewWalker\ColWidth_5 Program Program 50 The last width of column 5 in the
“Walker” view.
ViewWalker\ColWidth_6 Program Program 50 The last width of column 6 in the
“Walker” view.
ViewTrapper\DisplayOidMode Program Program 1 The last mode (OID or name) used to
display OID in the view.
ViewTrapper\ColWidth_0 Program Program 50 The last width of column 0 in the
“Trapper” view.
ViewTrapper\ColWidth_1 Program Program 50 The last width of column 1 in the
“Trapper” view.
ViewTrapper\ColWidth_2 Program Program 50 The last width of column 2 in the
“Trapper” view.
ViewTrapper\ColWidth_3 Program Program 50 The last width of column 3 in the
“Trapper” view.
ViewTrapper\ColWidth_4 Program Program 50 The last width of column 4 in the
“Trapper” view.
ViewTrapper\ColWidth_5 Program Program 50 The last width of column 5 in the
“Trapper” view.
ViewTrapper\ColWidth_6 Program Program 50 The last width of column 6 in the
“Trapper” view.
ViewTrapper\ColWidth_7 Program Program 50 The last width of column 7 in the
“Trapper” view.
ViewTrapper\ColWidth_8 Program Program 50 The last width of column 8 in the
“Trapper” view.
ViewTrapper\ColWidth_9 Program Program 50 The last width of column 9 in the
“Trapper” view.
DlgTrapParameter\LastAutoStart Program Program 0 Indicates if the traps receiver must
start automatically when program is
starting.
DlgTrapParameter\LastPort Program Program 162 The UDP port number used to receive
traps.

8.2 Help debugging

Cafuro program writes debug messages to help the support in case of problem or bug. The
program uses the WinLog DLL to write log messages.

This debug file is always named "WinLog_Cafuro.log" and its default location is in
“c:\temp” or “c:\tmp” or “c:\”.

The environment variable "WINLOG_FEATURE _LEVEL" can be set to define
which log level will be written to the log file. If set to 0, only few number of logs are
generated. If set to 4 294 967 295, all possible log messages are written to the log
file. You can set any of the 32 bits to enable level 1 to level 32, level O is always set.

The environment variable "WINLOG_FILE_FOLDER" can be set to change the
folder where to generate log files. If not set, the default value is "c:\"

The environment variable "WINLOG_FILE SIZEMAX" can be set to define the
maximum size in bytes of a log file before rotating it. If not set, the default value is
1 000 000 bytes.

The environment variable "WINLOG_FILE_HISTORYSIZE" can be set to define
the maximum number of history log file. If not set, the default value is 10 files.

If the environment variable "WINLOG_FILE_ENABLED" is set to 0, the debug log
feature is totally disabled.
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